TONG QUAN GIAI PHAP GIAM SAT MANG TREN NEN TANG
MA NGUON MO

L& Minh Quang®; Nguyén Huyén Quang*

1Cuc Cong nghé thong tin va dix liéu tai nguyén moi truong, B Tai nguyén va
Moi truong

Email: Imguang_ccntt@monre.gov.vn; nhquang2@monre.gov.vn.

Tom tat: Trong bai bao nay, ching tdi tdp trung nghién citu vé vén dé giam sat
hoat dng ciia mét hé theng mang dya trén phdan mém ma nguén mé; dwa ra mé
hinh hoar déng téng quan ciia mét hé thong giam sat thong qua mét trong nhiing
phan mém phé bién nhdt 14 Zabbix. Tir d6 dé xudt hwdng ing dung cac gidi phap
giam sat nay vao trong hoat déng quan Iy, giam sat thuec tién tai cdc don vi thuge
Bo Tai nguyén va Moi truong.

Tir khoa: Giam sat mgng; M nguon ma; Zabbix.

1. Pit van dé

Cung véi su phat trién cia cdng nghé thdng tin, su dau tu cho ha ting mang
trong mdi co quan, don vi ngdy cang ting cao, dan dén viéc quan tri sy c6 mot hé
théng mang gap rat nhiéu kho khin. Di cung véi nhitng loi ich khi phat trién ha
tang mang nhu bang théng cao, khdi luong dit liéu trong mang lén, dap ang dugc
nhu cau cta ngudi ding, hé théng mang phai d6i dau véi rat nhiéu thach thirc nhu
cac cudc tan cong bén ngoai, tinh sin sang caa thiét bi, tai nguyén cua hé thong, ...
Mot trong nhitng giai phéap hiru hiéu nhat dé giai quyét van dé nay Ia thyuc hién
viéc giai phap giam sat hé thong mang, dua trén nhiing thong tin thu thap duoc
théng qua qué trinh gidm sat, cac can bd quan tri mang cd thé phan tich, dua ra
nhitng danh gi4, du bao, giai phap nham giai quyét nhitng van dé trén. Bé thuc
hién giam sat hé thng mang c6 hiéu qua, mot chuong trinh giam sat phai dap ung
duoc cac yéu cau sau: phai dam bao chuong trinh ludn hoat dong, tinh linh hoat,
chtrc ning hiéu qua, don gian trong trién khai, chi phi thap. Hién nay, c6 kha nhiéu
phan mém ma ngudn ma hd tro viéc giam sat mang c6 hiéu qua nhu Nagios,
Zabbix, Zenoss, Cacti,... Trong bai bao nay chung toi s€ giup cho moi ngudi cd
cai nhin tong quan vé mot hé thong giam sat mang hoan chinh théng qua viéc tim
hiéu mot trong nhitng phan mém giam sat pho bién nhat 1a Zabbix.



2. Poi twong va Phwong phap nghién ciu

Déi tuong nghién ctru cua bai bao nay 1a cach thic trién khai giai phap giam
sat mang bang phan mém ma ngudn mé thdng qua phan mém zabbix, tir d6 néu
1én dugc cac uu nhuoce diém cua giai phap nay. Dé dat duoc muyc tiéu trén can co
nhitng nghién ctu vé:

e Giam sat mang la gi, can giam sat nhirng gi trong hé théng mang.

e M0 hinh hoat dong téng quan hé théng giam sat ma nguén mé Zabbix.
e Thir nghiém tich hop va danh gia két qua

3. Két qua va ban luan

3.1. Khai niém giam sat mang™

3.1.1. Khéi niém

Giam sat mang La mot thuat ngir dung dé chi viéc sir dung lién tuc mot hé
théng (co thé 13 mot chuong trinh hodc mét thiét bi) dé theo ddi tat ca cac hoat
dong cua cac thiét bi, cac dich vu trong mot hé théng mang.

3.1.2. Cdn giam sat nhing gi va tai sao?

Déi vai hé thong mang, diéu quan trong nhat 1 nim dugc nhiing thdng tin
chinh xé&c nhat vao moi thoi diém. Nhitng thdng tin can nam bt khi giam sat mot
hé théng mang bao gom:

e Tinh sin sang cua thiét bi (Router, Switch, Server,...): nhitng thiét bi gitr
cho mang hoat dong.

e Céc dich vu trong hé thong (dns, ftp, http,...): nhitng dich vu nay déng
vai trd quan trong trong mot co quan, t6 chirc, néu cac dich vu nay khong dugc
dam bao hoat dong binh thuong va lién tuc, né s& anh huong nghiém trong dén co
quan, té chirc do.

e Tai nguyén hé thong: Cac tng dung déu doi hoi tai nguyén hé théng, viéc
gidm sét tai nguyén sé dam bao cho chung ta c6 nhitng can thiép kip thoi, tranh
anh huong dén hé thong.

e Luu lugng trong mang: nham dua ra nhitng giai phap, ngan ngira hién
tuong qué tai trong mang.

e Céc churc nang vé bao mat: nham dam bao an ninh trong hé thng.

e Nhiét do, théng tin vé may chu, may in: gilp tranh nhitng hu hong xay
ra.



e Tao file log: thu duoc nhitng thong tin vé nhitng thay di trong hé théng.

3.2. Mb hinh hoat d¢ng téng quan cia phan mém giam sat ma nguén
mé zabbix

a. D& xuit md hinh trién khailll

Zabbix 13 céng cu ma ma ngudn mé giai quyét van dé giam sat. Zabbix st
dung mot co ché thong béo linh hoat cho phép ngudi dung cau hinh email canh
bao dya cho su kién bat ky. Diéu nay cho phép giai quyét nhanh cua cac van dé
Server. Zabbix cung cap bao céo va dit liéu chinh xé4c dwa trén co so dit licu.Diéu
nay khién cho Zabbix trg 1én 1y tudng hon. Zabix gom cac thanh phan co ban sau:
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Hinh 1. M6 hinh Zabbix

e Zabbix server:

Pay la thanh phan trung tam cua phan mém Zabbix. Server c6 thé kiém tra
cac dich vu mang tir xa ( web server va mail server ). Agent s€ bao cao toan bo
thong tin va sé luong théng ké cho server. Server sé luu trit tat ca cau hinh va dix
liéu théng ké.

e Zabbix proxy:

= Proxy la phan tuy chon cua Zabbix. Proxy sé& thu nhan dit liéu , luu
trong bé nhé dém va duogc chuyén dén Zabbix server.

= Zabbix Proxy la mét giai phap 1y twdng cho mot giam sat tap trung caa
dia diém tir xa, chi nhanh, mang ludi khdng c6 cac quan tri vién dia phuong.

= Zabbix proxy ciing c6 thé dugc sir dung dé phan phéi tai cuaa mot don
Zabbix Server.

e Zabbix agent:



Dé giam chu dong giam sat cac thiét bi cuc bd va cac tng dung ( 6 cang,
bo nhé, bo xir Iy sd liéu thong ké, ...) trén hé théng mang, cac hé thong phai chay
Zabbix Agent. Agent s& thu thap thdng tin hoat dong tir hé thong ma né dang chay
va bao c4o dir lidu ndy dén Zabbix server dé xu Iy tiép. Trong truong hop 18i (6
ctrng day hoic dich vu ciia mot qua trinh chét), cac Zabbix server bao cho quan
tri vién su ¢ nay.

e Web interface:

Dé d& dang truy cap dix liéu theo doi va sau d6 cau hinh Zabbix tir bat ctr
giao dién web cung cap. Giao dién 12 mot phan caa Zabbix server, va thudng chay
trén cac may vat Iy gibng nhu dang chay mot trong cac Zabbix server.

Pé trién khai va danh gia hoat dong cia phan mém Zabbix, chung t6i da
dua vao thir nghiém tai mé hinh thuc té dang hoat dong tai Trung tam dix liéu Tru
s& Bo Tai nguyén va Moi truong.

Céc budc tién hanh nhu sau:

e Cai dit c4c thanh phan cua Zabbix gom: Zabbix server, Zabbix proxy,
Zabbix agent va Web Interfacel?:
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Hinh 2. M6 hinh trién khai thuc té
- Tao CSDL Zabbix (Trong budc cai dat Zabbix server):



i
i shells mysgl -u<username> -pipasswords

| '

I mysql> create database zabbix character set utfs;

Dmysgls quit;

i shell> od create/schema

! shell> @at mysgl.=zgl | mysgl -u<username> -p<password> zabhix
| shell> =d ../data

i shell> =at data.sgl | mysgl -u<username> -p<passwords zabhix
i shell> zat images mysgl.sgql | mysgl -u<username> -p<password>
| zabbix

|

- Cai dat Zabbix agent:

Shell> useradd zabbix

shell> gunzip zabbix-1.6.tar.gz && tar -xvf zabbix-1.6.tar

shell> ./configure --enable-agent

shell> make

zabbix_agent 10050/tcp

zabbix_agent stream tcp nowait.3600 zabbix /opt/zabbix/bin/zabbix_agent

shell> killall -HUP inetd

shell> /opt/zabbix/bin/zabbix_agentd

e Theo doi, giam sat mang thong qua Web interface!:
Sau khi cai dat xong cac thanh phan cua phan mém, chiing ta c6 thé dé dang
theo ddi, giam sat cac thong sé cua hé théng thong qua giao dién web:
- Bang diéu khién:
Bang 1. Bdng diéu khién (Dashboard)
Dashboard 7]

Favorite graphs Status of Zabbix

Graphs Zabbix server is running Yes Iocalhost:10051
Number of hosts (enabled/disabled/templates) 313
Favorite screens
Number of items (enabledidisabled/not supperted) 1180
Number of triggers (enabled/disabled [problem/ok]) 381 380/ 1[4/378
Screens  Slide shows

Number of users (online} 13

Favorite maps Required server performance, new values per second 206

Maps
i System status
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Céc thdng s6 k§ thuat cua thiét bi theo ddi nhu: CPU, RAM, nhiét do...
Trang thai hoat dong cua thiét bi, duong truyén;

Bang canh béo khi c6 céc théng sé vuot qua ngudng cho phép;

Céc sy kién dién ra trong hé théng mang;

So db hé thong;

Canh bao qua email, SMS

Bdng 2. Bang trigger canh bao

[ Severty Status Info Last change v Age Ack  Host Name Description

0] PROBLEM 0812712017 07:03:00 PM 24d20n2m  Not  May chi giam sét mang Zahbix agent on May chil giam sat mang is unreachable for 5 minutes Add

3] PROBLEM 0803207103631 AM 1m19d4h  Not CSDLOG-standhydatabsse  ORACLE senice Add

8] FROBLEM 08/03/2017 10:38:02 AM 1m 19d 4h Mot CSDLOG - primary database ORACLE service Add

o PROBLEM 09032017 10:3702AM  1m13d4h  Noi HODB POSTGESOL service Add
Displaying 4 of 4 found

Bang 3. Bang su kién
Events Group|1nternet "Host‘a\l "|Suurce|Trigger '|
Displaying 1 to 2 of 2 found

Time Host Description Status Severity Duration Ak Actions
23 Jan 2014 16:37:31 HTTPS seniice s dorn on monoface.com 0K Average 10m 345 lla
23 Jan 2014 16:33:31 HTTPS seniice s dorn on monoface.com PROBLEM Average 4m llg

Zabhix 2.1 Capyright 2001-2013 by Zabbix STA Connected as ‘Admin’

Maps

Minimum severity Mot classified (default) v Edit map E

Allmaps ! DATACENTER-DINTE

Internst FPT WIFI DAOTAO cGen
oK 10.151.255.1/24CENTER-DINTE 10.151.139.1/24 10.151.137.129/25
Ve, o e = Vo, o e ™
.- SRX3600 - Y Y
A M o i A . A . A
\ In: 14.44 Mbps -
Internet VTN Qut: 1.12 Mbps e
oK VT A
P In: 4.6 Mbps | - S
A || out 411.31 Kbps VAN PHONG e GIS
\ visteel 10.151.136.1/25 10.151.137.1/25
- In 701 68 Kbps P In: 688 bps In: 848 bps In: 181.98 Kbps P
\ntemétKV\ettel Out: 6.68 Mbps . Exsaos02 A ™ Out: 0 bps Out: 152 bps Out: 3.08 Mbps A ™
. ~. OK |
e, Ty
A T \ In: 1.51 Mbps EX3600
) et Out: 10.4 Mbps A

EX4200-SER
. OK

In: 496.29 Kbps In: 688 bps P-DIENT!
Out: 6 68 Mbps Out: 0 bps 10.151.136.193/26

CSHT
10.151.138.129/25

~ o~
/ Y Y
Sy, S, -, A ™
£X3200-01 E)mlm,_nz In: 413,98 Kbps | | In- 328 bps |n 335.33 Kbps | 6.51 Kbps
ok oK Out: 170.13 Kbps | | Out: 0 bps Out: 1.84 Mbps it 9.36 Kbps
DMz FARM Te-nuoc LUUTRU KIEMDIN
. 10.151.132.1/24 10.157.0.51/18 10.151.138.1725 10.151.136.129/26
e ~ / “\./ Ve e ™ re ™
~ — . s . s . ' .

Hinh 3. So do hé thong



b. Panh gia két qua trién khai
- Két qua trién khai:

Chung t6i d4 trién khai thir nghiém phan mém giam sat trén mé hinh thuc

té dang trién khai tai Trung tam dit liéu Tru s¢ Bo Tai nguyén va Méi truong. Mot

s6 noi dung chinh giam sat nhu sau:
+ Giam sat tai nguyén cua cac may chu, tng dung, dich vu nhu CPU, RAM,
tdc do doc, ghi 6 cimg...

server26.monre.gov.vn: Exchange Dich vy - CPU s dung (12h)
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B MSExchangetransport-cpu [ava] 0 0 0 0
icrosoft. Exchange Monitoring-cpu [avg] [] 0 L] 0
icrosoft Exchange. ProtectedServiceHost-cpu [avg] 0 0 0 0
icrosoft.Exchange.RpcClientAccess Service-cpu  [avg] L] 0 0.0109 1.54
[E MSExchangePop3-cpu [avg] [} 0 0.0108 1.54
B MSExchangetransport-cpu [ava] 0 0 0 0
icrosoft. Exchange. AntispamUpdateSve-cpu [avg] [] 0 ] 0
icrosoft Exchange.Imap4-cpu [avg] 0 0 03257 1231
[ MsExchangeFDS-cpu [ava] ] 0 L]

Hinh 4: Bi

éu do % CPU si dung cua cé&c dich vy mail

server26.monre.gov.vn: Exchange Dich vy - B& nhd sir dung (12h)

3.0 GB
2.5 GB
2.0 GB
1.5 GB
1.0 GB
0.5 GB
0B
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E last min avg max e
[ MsExchangeFDS-mem [avg] 62.26 MB 62,21 MB 62.25 MB 62.33 MB
M Microsoft. Exchange.lmap4-mem [avg] 74326 MB 73477 MB 742.05MB 748.15 MB
icrosoft.Exchange.AntispamUpdateSvc-mem [avg] 17.58 MB 17,55 MB 17.57 MB 17.61 MB
SExchangetransport-mem [avg] 47.02 MB 47.02 MB 47.02 MB 47.02 MB
SExchangePop3-mem [avg] 548.23MB 53934 MB 543.47MB 548.23 MB
icrosoft Exchange.RpcClientAccess.Service-mem  [avg] 654,26 MB 650,33 ME  651.72 ME 654,42 MB
icrosoft.Exchange.ProtectedServiceHost-mem [avg] S547.05MB 464,59 MB 5244 MB  547.05 MB
icrosoft. Exchange.Monitoring-mem [avg] 24.7 MB 24.7 MB 24.7 MB 24.7 MB
B MSExchangetransport-mem [avg] 47.02MB  47.02MB  47.02ME  47.02 M8
Hinh 5: Biéu d6 dung lirong RAM s dung
server26.monre.gov.vn: Exchange Dich wu - Téc dé ghi dia (12h)
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B last min EW max B
W Microsoft.Exchange.map4-hdd-write [avg] O0Bps 0Bps 761.9Bps 17.03kBps
W Microsoft.Exchange.Monitoring-hdd-write [avg] 0OBps 0Bps 0 Bps 0 Bps
Microsoft.Exchange.ProtectedSenviceHost-hdd-write [avg] 0Bps 0Bps 0 Bps 0 Bps
Microsoft.Exchange.RpcClientAccess Service-hdd-write  [avg] 0Bps 0Bps 2,68 Bps 378,54 Bps
MSExchangePop3-hdd-write [avg] OBps 0OBps 19.75Bps 929,12 Bps
Microsoft.Exchange.lmap4-hdd-write [avg] OBps 0OBps 761.9Bps 17.03KBps
Microsoft.Exchange.AntispamUpdateSve-hdd-write [avg] 0Bps 0Bps 0 Bps 0 Bps
Microsoft.Exchange.lmap4-hdd-write [avg] 0Bps 0OBps 761.9Bps 17.03KBps
[ MsExchangeFDS-hdd-write [avg] 0Bps 0Bps 0 Bps

Hinh 6: Tdc dé ghi 6 dia



server26.monre.gowv.vn:

Exchange Dich vu - Téc d6 doc dia (12h)
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H last min avg max g
O Microsoft.Exchange.AntispamUpdateSve-hdd-read [avg] OBps 0Bps 0 Bps 0 Bps
W Microsoft.Exchange.imap4-hdd-read [avg] OBps 0Bps 1.67KBps ©4.18 KBps
@ Microsoft.Exchange.Monitoring-hdd-read [avg] O0Bps 0 Bps 0 Bps 0 Bps
W Microsoft.Exchange.ProtectedServiceHost-hdd-read  [avg] 0Bps 0Bps 0 Bps 0 Bps
I MsExchangeFDS-hdd-read [avg] OBps 0Bps 0 Bps 0 Bps
@ MSExchangePop3-hdd-read [avg] O0Bps 0Bps 0 Bps 0 Bps
W MSExchangetransport-hdd-read [avg]l OBps 0Bps 0 Bps 0 Bps
Hinh 7: Toc dé doc 6 dia
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+ Giam sat dich vu thu dién tir cong vu mail.monre.gov.vn:
server26.monre.gov.vn: WEB - Phign truy cép (12h)
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Hinh 8: Phién truy cap Wab mail.monre.gov.vn
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max

1 code

Hinh 9: Giam sat dich vu Web mail theo tiéu chi

+ Giam sét hé thong may cha Dich vu cdng:




Allmaps | DICH VI CONG - MAY CHU

DEl
CPU: 0%
MEM: 16.57 %
HDD: 27.12 %
Down: 6.05 KBps
Up: 8.7 KEps
QK

WEEL
CPU: B.59 %
MEM: 11.96 %
HDD: 11.33 %
Down: 4.42 KBps
Up: 1.43 KBps

WEEB-Fhién truy cap:0 phign
K

DVC-DB1: OS UPDATE - TRANG THAI (1h

W value: 0 patch (0%)
W value: 1 patch (100%)

M critical Updates Pending  [avg]
M Opticnal Updates Pending  [avg]

DVC-WEB1: OS UPDATE - TRANG THAI [1h)

W Value: 0 patch (0%)
M Value: 3 patch (100%)

M critical Updates Pending  [awg]
M Optional Updates Pending  [avg)

|

De2
CPU: 0%
MEM: 15.2 %
HDD: 20.58 %
Down: 20.53 KEps
Up: 9.81 KEps
0K

WEE2
CPU: B.59 %
MEM: 12.7 %
HDD: 9.31 %
Down: 3.44 KBps
Up: 2.25 KEps

[s].4

WEB-Fhién truy cap:0 phién

DICH WU CONG - MAY CHU

APPL
CPU: 0.0003 %
MEM: 7.3 %
HDD: 9.5 %
Down: 1.14 KBps
Up: 3.95 KBps
oK

MDM
CPL: 0 %
MEM: 7.6 %
HDD: 10.53 %
Down: 1.22 KBps
Up: 291.47 Bps
oK

Hinh 10:May chu dich vu céng

DVC-DB2: OS UPDATE - TRANG THAI (1h

W value: 0 patch (0%)
W value: 1 patch (100%)

M critical Updates Pending  [avg]
M Opticnal Updates Pending  [avg]

DVC-WEB2: 0S UPDATE - TRANG THAI [1h)

W Value: 0 patch (0%)
M Value: 3 patch (100%)

M critical Updates Pending  [awg]
M Optional Updates Pending  [avg)

DVC-APP1: OS UPDATE - TRANG THAI (1h)

W value: 0 patch (0%)
W value: 3 patch (100%)

M critical Updates Pending  [avg]
M Opticnal Updates Pending  [avg]

DVC-ADEXT: 0S UPDATE - TRANG THAI (1h)

W Value: 3 patch (42.86%)
M Vvalue: 4 patch (57.14%)

M critical Updates Pending  [awg]
M Optional Updates Pending  [avg)

Down: 1.31 KBps
Up: 2891.45 Bps
OK

ADEXT
CPLU: 0.64 %
MEM: 13.56 %
HDD: 5.03 %

Down: 1.33 KBps
Up: 293.82 Bps
OK

DVC-APP2: 05 UPDATE - TRANG THAI (1h)

W value: 0 patch (0%)
W value: 3 patch (100%)

M critical Updates Pending  [avg]
M Opticnal Updates Pending  [avg]

DVC-ADFS01: 05 UPDATE - TRANG THAI (1h)

W Value: 4 patch (80%)
W Value: 1 patch (20%)

M critical Updates Pending  [awg]
M Optional Updates Pending  [avg)

Hinh 11a: Biéu do % va sé ban vé hé diéu hanh (may chu Dich vu cong)



server26.monre.gov.vn: OS UPDATE - TRANG THAI (1h)

W value: 1 patch (20%)
B value: 4 patch (80%)

M Critical Updates Pending [awvg]
B Cptional Updates Pending  [avg]

Hinh11 b: Biéu do % va sé ban va hé dieu hanh

- Panh gia két qua trién khai:

Sau thir nghiém phan mém Zabbix dé giam sat md hinh mang trén, ching
t6i da so sanh, phan tich, danh gia véi thoi diém hé théng mang chua dugc giam
sat va dua ra cac két luan nhu sau:

+ Cac hé théng duoc giam sat di chay 6n dinh va an toan hon rat nhiéu so
Vo1 trude day;

+ Hé thong giam sat da gitp cho can bo Ky thuat theo ddi duoc rat nhiéu
cac thong tin caa hé théng mang, giam thiéu thoi gian, thao tac quan tri so véi lic
chua trién khai hé théng;

+ Gitip nguoi quan tri phan Gmg nhanh hon, hiéu qua hon truéc cac moi
nguy hiém ciing nhu cac sy ¢6 c6 thé xay ra;

+ Viéc st dung phan mém giam sat ciing gitip ngudi quan tri hiéu r, sau
sic hon vé toan bo hé théng mang;

+ Trién khai phan mém giam sat 1a van dé tat yéu doi voi viéc dam bao hé
théng hoat dong lién tuc, 6n dinh, an ninh, an toan.

Ngoai ra chung toi ciing nghién ctru va so sanh phan mém Zabbix véi cac
phan mém gidm sat ma nguoén mo tuong duong nhu Cacti, Zenoss, Nagios va dua
ra danh gia wu, nhugc diém cua phan mém nay néi riéng va phan mém giam sat
m& nguon Maé néi chung nhu sau:

e Uu diém:

- Cai dat, cau hinh dé& dang: Zabbix 1am viéc nhu thé ndo, tap tin cau hinh
& dau, cac luat nhu thé nao nguoi quan tri déu co thé biét va cau hinh theo y minh
duoc. Ké ca viéc tao ra cac luat méi.

- St dung ma ngudn maé nén chi phi trién khai thap

- TAt cé4c cac thdng tin ( cau hinh, hiéu suat) dugc luu trong co so dir liéu.

- HJ tro rat nhiéu giao thuc giam sat nhu SNMP (v1, v2), ICMP, WMI



dan dén c6 thé giam sat rat nhiéu cac thong sb caa hé théng
- Giao dién truc quan.
- H& tro rat nhiéu hé diéu hanh may cha, may
- Pugc phan phéi theo dai boi admin
- Pang tin cdy trong viéc ching thuc nguoi dung.
- Linh hoat trong viéc phan quyén ngudi ding
- C6 thé thong bao su ¢ qua email, SMS

e Nhuoc diém:

- Khéng c6 sy hd trg ky thuat mot cach chinh thic, it tai liu, giao dién
khéng duoc chim chat nhiéu.

- Han ché tinh nang:theo gidi chuyén mon, cac phan mém ma nguon mo
van con kém xa vé chat luong so vai cac phan mém co thu phi.

- Thiéu sang tao: c4c phién ban cua phan mém nay thuong chi ¢ mot
nhiém vu duy nhat I bat chudc y hét cac tinh ning ctia ban nang cap cua cac phan
mém c6 thu phi.

4. Két luan

Qua céc phan tich & trén ching ta c6 thé nhan thay rang giam sat mang la
vO cling quan trong. Trong d6 giai phap gidm sat mang bang cac phan mém ma
ngudn mé 1a mot trong cac lra chon hang dau béi vi né ¢6 rat nhiéu cac wu diém:

e Quan ly tap trung log, tir 46 dua ra nhitng canh bao sém (bang email hoac
tin nhan) giri cho quan tri mang khi c6 sy ¢ xay ra (nhu dut duong truyén, chét
dich vy, hong 6 cting, hong card mang, qua tai RAM, qué tai CPU, vv)

e DZ dang mo rong va quan 1y dén hang vai ngan thiét bi

e Mién phi, chi mat chi phi trién khai trén may tinh

e C6 san nhiéu miu Template duoc viét sdn cho céc loai thiét bi mang,
may chu va cac hé diéu hanh khac nhau.

e D@ dang tao cac Templates cho cac thiét bi

e Cho phép bé sung nhiéu chuong trinh plugin tién ich, cho phép trién khai
nhanh chéng hé thong quan ly tai nguy@n mang véi chi phi hop ly.

Qua trién khai thir nghiém trén mé hinh thuc té tai tru s Bo Tai nguyén va
moi truong ching ti nhan thay viéc ap dung céc giai phap giam sét bang phan
mém méa ngudn mé trong cac don vi thuoc Bo Tai nguyén va Moéi trudng 1a hoan
toan kha thi trén nhiéu phuong dién: Tai chinh, 6 phac tap ki thuat, ngudn nhan
luc thuc hién... Do d6 chiing toi du kién hudng phét trién tiép theo 1a s& kién nghi



cac don vi c6 tham quyén tao diéu kién dé nhan rong mé hinh giam sét nay trong
cling nhu ngoai B§ Tai nguyén va Moi truong.
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OVERVIEW OF OPENSOURCE-BASED NETWORK MONITORING
SOLUTION
Le Minh Quang'; Nguyen Huyen Quang?
!Department of Information Technology and Environment Resources Data

Abstract: In this article, we focus on the subject of monitoring operation of
network components - based on open source solution; present the overview of
deploy model from zabbix - a popular monitoring solution. Propose a method to
apply the solution for managing, monitoring at units under the Ministry of Natural
Resources and Environment.

Keywords: network monitoring; opensource code; zabbix.
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